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Abstract— Quantum communication and quantum networks
are applications of second-generation quantum technologies with
direct relevance to secure and resilient information exchange
in civil, governmental, and defense-related scenarios. In oper-
ational contexts, these technologies may support satellite and
free-space optical links, distributed sensing, quantum-secured
communication layers, and future command-and-control infras-
tructures. Since many architectures use light to carry quantum
states, single-photon detection is a crucial stage between optical
quantum transmission and classical information processing. This
paper reviews the role of single-photon detectors in quantum
communication and quantum-network systems, emphasizing
system-level functions, performance parameters, and technolog-
ical constraints. In quantum key distribution, efficiency, dark
counts, timing jitter, dead time, and count rate affect error rates,
secret key rate, and transmission distance. In networks, single-
photon detectors support heralding, Bell-state measurements,
entanglement swapping, and node synchronization.

Keywords— Single-Photon Detectors, Quantum Communica-
tion, Quantum Networks

I. INTRODUCTION

Quantum technologies can be understood as a set of sci-
entific and technological developments based on the con-
trol, manipulation, and exploitation of intrinsically quantum
properties, such as superposition, entanglement, tunneling,
energy quantization, and the quantization of radiation. Al-
though quantum mechanics has already produced profound
technological impacts throughout the twentieth century, it is
common to distinguish between a first and a second quantum
revolution. The first quantum revolution was mainly associ-
ated with the understanding of the quantum laws governing
matter and radiation, enabling consolidated technologies such
as semiconductors, transistors, lasers, image sensors, magnetic
resonance imaging, and atomic clocks [1], [2]. In this stage,
quantum effects were essential for explaining and designing
devices, but the coherent control of individual quantum states
was not usually exploited as a technological resource in itself.

The second quantum revolution, in contrast, is characterized
by the ability to prepare, control, manipulate, and measure
individual or highly controlled quantum systems, such as
photons, atoms, ions, electrons, spins, molecules, and quasi-
particles [1], [2]. In this context, properties that were previ-
ously treated mainly as conceptual aspects of quantum theory,
such as superposition and entanglement, become physical
resources for information processing, transmission, and mea-
surement [3]. Therefore, contemporary quantum technologies
do not merely represent a further miniaturization of classical
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technologies, but rather a change of paradigm: they seek
to directly exploit properties with no classical analogue in
order to obtain new capabilities, higher precision, or enhanced
security in specific applications.

In general, the field is commonly organized into four
major areas: quantum computing, quantum simulation, quan-
tum communication, and quantum sensing/metrology [3], [4].
These areas support emerging capabilities in secure com-
munication, information processing, precision measurement,
navigation, and sensing, with increasing relevance for civil,
industrial, and defense-related applications [2], [5]–[7]. Fig. 1
places these capabilities in a defense-related context.

Fig. 1. Strategic context of quantum technologies in defense-related applica-
tions. Adapted from [2].

Among these areas, quantum communication and quantum
networks are of particular interest for this work. They provide
a route toward architectures for transmitting, distributing, and
processing information with potential implications for secure
communication, distributed quantum information processing,
clock synchronization, and the interconnection of future quan-
tum processors [8]–[10]. From a defense perspective, secure
and resilient information exchange is critical for command-
and-control, strategic communications, cyber defense, space
systems, and distributed sensing [2], [11]. Thus, quantum
communication should not be understood only as point-to-
point protected transmission, but also as part of broader
networked architectures combining quantum states, entangle-
ment, and classical control channels [9].

Quantum key distribution (QKD) is one of the most mature
examples of quantum communication, since it uses quantum
states and measurement principles to support the secure dis-
tribution of cryptographic keys [8], [10]. However, deploy-



ment still depends on engineering factors such as secret key
rate, transmission distance, cost, implementation security, and
compatibility with existing communication infrastructure [12].
These aspects affect operational scenarios, where quantum-
secure links must operate under realistic loss and noise
conditions while satisfying reliability requirements associated
with governmental, industrial, or defense applications.

A central feature of many quantum communication and
quantum-network proposals is the use of light as a carrier
of quantum states. Photons are suitable for communication
because they can propagate through optical fibers and free-
space links, encode information in degrees of freedom such
as polarization, phase, and time-bin, and preserve quantum
coherence over long distances more effectively than many
matter-based carriers, although they remain susceptible to
loss, dispersion, and background noise [8], [10]. In satellite
and free-space quantum communication, these features are
used for extending secure links over large distances, especially
where terrestrial fiber infrastructure is limited or unavailable
[11], [13]. Consequently, several protocols operate in the
single-photon regime, relying on individual photons or weak
optical pulses whose security and functionality depend on
their quantum nature [14], [15].

This makes the generation, transmission, manipulation, and
detection of individual photons or weak optical states a
requirement for many optical quantum communication and
quantum-network systems. Although complete architectures
also require sources, memories, repeaters, optical control ele-
ments, and classical post-processing, single-photon detectors
(SPDs) occupy a central position. They form the interface
through which extremely weak optical quantum signals are
converted into measurable electrical events, directly affecting
the extraction of information from received quantum states
[16], [17]. In protocols such as QKD, entanglement distri-
bution, quantum teleportation, and heralded-state preparation,
the detection event often defines whether a transmission,
distribution, or post-selection process was successful [8]–[10].

The performance of SPDs is commonly characterized by
parameters such as detection efficiency, dark count rate, timing
jitter, dead time, afterpulsing probability, maximum count
rate, wavelength sensitivity, photon-number resolution, and
operating conditions [16]–[18]. In practical quantum com-
munication links, weak signals, channel losses, background
noise, imperfect sources, and finite event rates couple detector
specifications directly to system performance. Detection effi-
ciency determines the probability of registering valid photons,
whereas dark counts and background events introduce false
detections that increase error rates and reduce link reliability.
Timing jitter affects synchronization, coincidence measure-
ments, time-bin encoding, and high-rate operation, while dead
time and saturation constrain the maximum count rate and
scalability of real implementations.

At the system level, SPD performance connects device char-
acteristics to protocol operation: efficiency and noise affect the
probability and reliability of received events, whereas timing
response, recovery time, and wavelength sensitivity constrain
synchronization, event rates, and compatibility with fiber,
free-space, and integrated platforms [16]–[18]. This article
reviews, from an integrative literature-based perspective, how
detector performance conditions the reliability, security, and
maturity of optical quantum communication and quantum-

network systems, including strategically relevant applications
in communications, photonics, and defense-related infrastruc-
tures.

II. REVIEW METHODOLOGY

This work adopts an integrative literature review approach
to examine how SPDs contribute to quantum communication
and quantum-network architectures. Instead of conducting
a systematic bibliometric mapping, the review synthesizes
representative literature from quantum information, optical
communication, photonics, and single-photon detection.

The reviewed corpus was organized to cover four comple-
mentary groups of studies: foundational works on quantum
communication and quantum networks; protocol-level anal-
yses in which detector imperfections affect metrics such as
quantum bit error rate (QBER), secret key rate, transmission
distance, heralding probability, or entanglement distribution
rate; technical reviews and representative studies on SPD
platforms, including single-photon avalanche diodes (SPADs),
superconducting nanowire single-photon detectors (SNSPDs),
and transition-edge sensors (TESs); and recent works dis-
cussing integration, scalability, wavelength compatibility, and
deployment challenges in fiber, free-space, satellite, or inte-
grated photonic architectures [8]–[10], [16]–[19].

Priority was given to review papers, protocol-level analyses,
and detector-technology studies that explicitly relate detec-
tor parameters, such as efficiency, noise, temporal response,
wavelength compatibility, integration potential, and scalabil-
ity, to communication or networking performance [12], [20],
[21]. This focus makes it possible to identify the detector
characteristics that most directly constrain and enable op-
tical quantum information systems for communication and
networking applications.

The analysis was organized according to two complemen-
tary axes. The first concerns quantum communication links,
especially quantum key distribution, where SPDs affect signal
reception, error probability, secret key rate, and maximum
transmission distance [8], [10], [12]. The second concerns
quantum networks, where detection events are involved not
only in final readout, but also in heralding, Bell-state mea-
surements (BSM), entanglement-distribution protocols, syn-
chronization, and node-to-node connectivity [9], [22]. This
organization highlights how the same detector parameters
acquire different relevance depending on whether the detector
operates in a point-to-point communication link or as part of
a multi-node quantum-network architecture.

III. SINGLE-PHOTON DETECTORS IN QUANTUM
COMMUNICATION

In quantum communication systems, SPDs provide the
measurement interface for weak optical states used to encode
and transmit information. This role is evident in QKD, where
the receiver must register individual detection events asso-
ciated with quantum states prepared by the transmitter [8],
[10], [14]. In this context, the detection process is directly
connected to the feasibility of the protocol: valid detections
contribute to the raw key, while incorrect or spurious detec-
tions may increase the QBER and reduce the amount of secure
information that can be extracted after error correction and
privacy amplification [8], [10]. For civil, governmental, and



defense communication links, reliable key generation requires
the receiver to distinguish valid quantum signals from losses,
device noise, and environmental background.

Fig. 2 illustrates the functional role of the SPD in a
point-to-point optical quantum communication link. Alice
transmits weak optical quantum signals through a quantum
channel affected by attenuation and background noise. At
Bob’s receiver, the attenuated quantum signals are registered
by the SPD, which converts photon arrivals into discrete
electrical detection events. These events do not directly con-
stitute the final key or accepted data; instead, they provide
the raw detection records that are filtered, checked, corrected,
and compressed during classical post-processing steps such
as basis sifting, parameter estimation, error correction, and
privacy amplification. Therefore, the SPD is not merely an
optical receiver, but a system-level component that affects
the reliability, security, and usability of the received quantum
information.

Fig. 2. Point-to-point optical quantum communication link, highlighting the
SPD-based conversion of attenuated quantum signals into classical detection
events.

The performance of SPDs is better understood within a
link-budget framework, where detector parameters are related
to source intensity, channel loss, and noise rather than treated
as isolated device specifications. In a representative weak-
pulse optical link, assuming Poissonian photon statistics, this
balance can be expressed by estimating the probability of
registering at least one signal-related detection event per
optical pulse:

psig = 1− exp (−µ · ηch · ηdet) , (1)

where µ is the mean photon number per pulse, ηch is the
channel transmittance, and ηdet is the detector efficiency. If
pdc denotes the dark-count probability within the detection
gate, the total click probability can be written as

pclick = 1− (1− psig) · (1− pdc) , (2)

which is equivalent to

pclick = 1− (1− pdc) · exp(−µ · ηch · ηdet). (3)

For low-probability events, this expression reduces ap-
proximately to pclick ≃ psig + pdc. In gated operation, for
Dcr ·∆tgate ≪ 1, pdc may be related to the dark count rate

by pdc ≃ Dcr ·∆tgate, where Dcr is the dark count rate and
∆tgate is the effective detection window. Thus, detector noise,
temporal gating, and channel attenuation enter the same link-
level probability budget [8], [10], [16], [17].

This balance directly affects the QBER, especially in high-
loss regimes. Under the same low-probability approximation,
a simplified error model can be expressed as

QBER ≃ eopt · psig + edc · pdc
pclick

, (4)

where eopt represents optical or alignment-related errors and
edc ≃ 1/2 represents the random contribution of dark-
count events to the bit error probability. This form makes
explicit why dark counts become increasingly relevant as the
transmission distance increases: channel attenuation reduces
psig, while pdc remains associated with the detector and
the detection window. In the high-loss limit, the relative
contribution of false detections increases, raising the QBER
and reducing the usable key rate [8], [10], [12].

Temporal parameters also impose limits on communication
performance. Timing jitter affects the assignment of detection
events to the correct temporal window, which is critical in
high-rate protocols, time-bin encoding, coincidence measure-
ments, and free-space or satellite links subject to variable
background conditions. Dead time limits how rapidly the
detector can recover after an event and may lead to saturation
when the photon flux or repetition rate increases. Therefore,
high detector efficiency alone is not sufficient for quantum
communication: low noise, precise timing, fast recovery,
wavelength compatibility, and stable operating conditions are
also required to translate photon arrivals into reliable system-
level performance [16]–[18], [20].

As a result, SPD performance should be treated as part of
the link budget rather than as an isolated receiver specifica-
tion. In high-loss or high-rate regimes, efficiency, dark-count
probability, timing jitter, dead time, and saturation jointly
determine the usable detection window, the balance between
signal-related and noise-related events, and the rate at which
valid detection records can be supplied to classical post-
processing [10], [16], [18]. The detector therefore constrains
the operational range of the link through measurable quantities
such as click probability, QBER, secret key rate, and timing
stability.

IV. SINGLE-PHOTON DETECTORS IN QUANTUM
NETWORKS

Quantum networks are not simply an extension of point-
to-point quantum communication links. While a point-to-
point link connects two users through a quantum channel, a
quantum network involves multiple nodes capable of sharing,
processing, and measuring quantum states across a distributed
architecture [9], [22]. Such networks may support entangle-
ment distribution, quantum teleportation, secure multi-user
communication, distributed quantum information processing,
and the interconnection of future quantum processors [9].
In strategic and defense-related contexts, quantum networks
are linked to future infrastructures for secure command-and-
control links, distributed sensing, clock synchronization, and
the integration of ground, airborne, and space assets [2]. These
applications impose requirements related to synchronization,
node coordination, reliability, and scalability.



Fig. 3 illustrates a quantum-network architecture in which
remote nodes send photonic states to an intermediate SPD-
assisted BSM stage. In this type of architecture, the detector is
not restricted to the final readout of a received signal. Instead,
detection events at the intermediate measurement node can
herald successful operations, identify BSM outcomes, and
support entanglement swapping, thereby contributing to the
establishment of quantum correlations between distant nodes
without requiring direct detection at the final nodes. Detection
therefore acts not only as the final stage of information read-
out, but also as an operational condition for the generation,
verification, and connectivity of distributed quantum states.

Fig. 3. Quantum-network architecture with an intermediate SPD-assisted Bell-
state measurement stage, highlighting incoming photonic states, coincidence
detection/heralding, and entanglement swapping for the establishment of
remote correlations.

At the protocol level, SPDs support heralding, BSM oper-
ations, and coincidence-based validation. A heralding event
can indicate the generation, transmission, or storage of a
quantum state, while BSM operations are required in pro-
tocols such as quantum teleportation, entanglement swap-
ping, and measurement-device-independent QKD [23]–[26].
In entanglement swapping, for example, a joint measurement
on photons from independent entangled pairs can establish
entanglement between distant systems that have not directly
interacted, thereby extending entanglement across a network
[9], [25]. In quantum repeater architectures, these detection-
based operations support strategies designed to overcome
the loss limitations that otherwise constrain long-distance
quantum connectivity [24], [25].

This greater dependence on detector performance arises
because many quantum-network operations depend on coinci-
dent or joint detection events. In a simplified network-budget
representation, the success probability of a joint-detection
operation can be expressed as

Psucc ≃ pBSM

n∏
i=1

(ηch,i · ηdet,i) , (5)

where pBSM represents an effective, protocol-dependent suc-
cess factor associated with the BSM or joint-measurement
stage, ηch,i is the transmittance of the i-th optical path, ηdet,i
is the efficiency of the corresponding detector, and n is the
number of photons that must be successfully transmitted and
detected for the operation to be accepted. In the idealized
case of identical channels and detectors, Eq. (5) reduces to
Psucc ≃ pBSM(ηch · ηdet)n.

Although simplified and protocol-dependent, this expres-
sion captures the main scaling problem in quantum networks:
transmission losses and detector inefficiencies enter multi-
plicatively. As a result, a moderate reduction in detector
efficiency may have a larger effect in a multi-photon network
operation than in a single final detection event. Dark counts,
timing jitter, and imperfect interference are not explicitly
included in Eq. (5); rather, they enter through false herald-
ing, reduced coincidence visibility, and lower fidelity of the
generated or swapped entangled state [9], [24], [25].

These functions can impose additional, and in some
cases stricter, requirements on SPDs than those encoun-
tered in point-to-point communication. False detections
may produce incorrect heralding or coincidence events,
while limited efficiency reduces the success probabil-
ity of entanglement-generation, entanglement-swapping, and
entanglement-distribution protocols. Timing jitter also affects
network operation because many protocols depend on iden-
tifying coincidences between photons arriving from indepen-
dent paths and on synchronizing operations across different
nodes [16]–[18]. Operational stability, wavelength compatibil-
ity, and integration with sources, memories, photonic circuits,
and classical control systems therefore become key require-
ments for scalable quantum-network implementations.

As network architectures become more complex, these
detector limitations accumulate across several stages. In multi-
link operations, losses and inefficiencies reduce success prob-
abilities multiplicatively, while dark counts and timing un-
certainty can produce false heralding or reduce the visibility
of coincidence measurements. Detector performance therefore
enters the network budget through entanglement-generation
rate, swapping success probability, synchronization accuracy,
and the number of attempts required to establish end-to-
end connectivity [9], [24], [25]. This is the point at which
improvements in SNSPDs, integrated photonic detectors, and
optimized avalanche platforms become relevant to network
scalability rather than only to device performance.

V. CHALLENGES AND PERSPECTIVES

The development and selection of SPDs involve coupled
trade-offs that prevent a single platform from being ideal
for all quantum communication and quantum-network ap-
plications. In operational systems, detector choice depends
not only on efficiency or noise, but on the combined effect
of detection efficiency, dark count rate, timing jitter, max-
imum count rate, recovery time, wavelength compatibility,
operating temperature, cost, stability, and integration potential
[16]–[19]. These quantities should be treated as part of a
system-level design problem, since improving one metric
may increase complexity, cost, or infrastructure requirements
associated with another.

Detector selection is therefore architecture-dependent. A
laboratory experiment may prioritize efficiency and timing



resolution even at the cost of cryogenic complexity, whereas
a field-deployed QKD system may require compactness, sta-
bility, reduced maintenance, and compatibility with existing
fiber or free-space infrastructure. Satellite or free-space links
impose additional constraints related to background light,
pointing stability, mass, power consumption, and environ-
mental robustness [27]. Integrated photonic platforms may
instead prioritize footprint, scalability, coupling efficiency, and
compatibility with on-chip sources and circuits. Consequently,
the most suitable SPD platform is not determined by a single
figure of merit, but by the balance among performance,
integration, and deployability [11]–[13], [19].

Fig. 4 summarizes this design space by grouping the
main selection criteria into three system-level dimensions.
Performance includes detection efficiency, dark count rate,
timing jitter, and maximum count rate. Integration concerns
compatibility with telecommunication wavelengths, photonic
circuits, detector arrays, sources, memories, and control elec-
tronics. Deployability includes operating temperature, cost,
long-term stability, maintenance burden, and environmental
robustness.

Fig. 4. Architecture-dependent trade-off in SPD selection, balancing perfor-
mance, integration, and deployability.

The same trade-off appears in the selection of detector
platforms. SPADs are mature, compact, and compatible with
photon-counting receivers, which makes them attractive for
fieldable and integrated systems. Silicon SPADs are effec-
tive in the visible and near-infrared regions, whereas In-
GaAs/InP SPADs are commonly used at telecommunication
wavelengths. Their limitations include dark counts, after-
pulsing, wavelength-dependent efficiency, and dead-time con-
straints, especially in high-rate or long-distance links [16],
[17], [20], [28]. SNSPDs, in contrast, provide high detec-
tion efficiency, low dark count rates, low timing jitter, and

broad spectral sensitivity, making them attractive for long-
distance fiber links, free-space quantum communication, high-
rate QKD, entanglement-distribution protocols, and quantum-
network operations [18], [19]. Their main limitation is the
requirement for cryogenic operation, which increases infras-
tructure complexity. TESs occupy a more specialized niche
because they can provide high efficiency, photon-number res-
olution, and energy-resolving detection. These features make
them useful for metrology, source characterization, and preci-
sion experiments, although their low operating temperatures
and slower response make them less suitable for high-speed
communication links [17], [29].

TABLE I

SYSTEM-LEVEL COMPARISON OF REPRESENTATIVE SINGLE-PHOTON DETECTOR

PLATFORMS.

Platform Main contribution Main deployment
constraint

Representative
role

SPAD Compactness, maturity,
fast response, and
compatibility with
photon-counting
receivers

Dark counts,
afterpulsing, dead time,
and
wavelength-dependent
efficiency

Fieldable QKD
receivers and
compact links

SNSPD High efficiency, low
noise, low timing jitter,
and telecom-wavelength
compatibility

Cryogenic operation,
packaging, and
infrastructure
complexity

Long-distance
links, high-rate
QKD, and
quantum networks

TES Photon-number
resolution and high
detection efficiency

Very low operating
temperature and slower
response

Metrology, source
characterization,
and precision
experiments

Beyond the platform comparison in Table I, a central
engineering task is to translate detector-level improvements
into scalable architectures. This includes operation at telecom-
munication wavelengths, coupling to photonic circuits, devel-
opment of detector arrays, reduction of cryogenic complexity,
long-term stability, calibration procedures, and compatibility
with sources, memories, repeaters, and classical control elec-
tronics [9], [19]. In quantum networks, where operations may
depend on several sequential or simultaneous detection events,
gains in efficiency, timing resolution, or noise suppression can
improve entanglement-distribution rates, heralding probabili-
ties, and network reliability [9], [24], [25].

This integration problem also has direct implications for
the development of defense and dual-use technological ca-
pabilities. For countries developing autonomous capabilities
in quantum technologies, including Brazil, quantum com-
munication and quantum networking require more than the
acquisition of complete systems. They depend on expertise in
enabling components and qualification procedures, including
detector characterization, photonic coupling, materials and
fabrication routes, cryogenic or thermal interfaces, calibra-
tion, environmental testing, electronic control, and system-
level validation. In this context, expertise in single-photon
detection becomes part of the technological base required to
evaluate, adapt, certify, maintain, and develop secure quantum
infrastructures under national operational constraints [2], [5],
[6].

Consequently, progress in SPD technologies should be
assessed simultaneously at the material, device, and archi-
tecture levels. Low-dimensional materials, integrated super-
conducting detectors, improved semiconductor avalanche plat-
forms, detector arrays, and hybrid photonic architectures may
contribute to more efficient, compact, stable, and scalable



photon-counting systems [18], [19]. For fieldable quantum
communication links and future multi-node networks, how-
ever, these advances must be coupled to packaging, long-
term stability, calibration protocols, supply-chain resilience,
and compatibility with classical communication and control
infrastructure.

VI. CONCLUSION

This review analyzed SPDs as functional components of op-
tical quantum communication and quantum-network systems.
By converting weak optical quantum states into discrete clas-
sical records, detectors connect the physical layer of photon
transmission to protocol-level operations such as key genera-
tion, coincidence analysis, heralding, and entanglement-based
networking.

In point-to-point links, detector efficiency, noise, tempo-
ral response, recovery time, and wavelength compatibility
condition the link budget, QBER, usable event rate, and
transmission range. In networked architectures, the same pa-
rameters acquire additional weight because several operations
depend on joint or sequential detections. The selection of
SPADs, SNSPDs, TESs, or emerging integrated platforms
should therefore be guided by the requirements of the target
architecture rather than by a single detector metric.

From a defense and dual-use perspective, detector per-
formance is part of the reliability chain required for future
quantum communication links and quantum networks support-
ing secure information exchange, distributed sensing, clock
synchronization, satellite and free-space optical links, and
command-and-control infrastructures. For countries seeking
autonomous capabilities in quantum technologies, with Brazil
among them, competence in single-photon detection should be
understood as part of a broader technological base involving
photonics, materials, characterization, calibration, integration,
qualification, and long-term system maintenance. Progress in
these areas strengthens national capacity to evaluate, adapt,
certify, and develop secure quantum infrastructures aligned
with operational and strategic requirements.
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